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Sy stem Health Score is 87 out of 100 (detail)

Cluster Summary

Cluster Name crslig
0OS/Kernel Version LINUX X86-64 OELRHEL 6 2.6.39-400.210.2.el6uek.x86_64
CRS Home - Version /u01/app/11.2.0/grid - 11.2.0.3.0

DB Home - Version - Names /u01/app/oracle/product/11.2.0/dbhome_11203 - 11.2.0.3.0 - dborcl

Number of nodes 2
Database Servers 2
orachk Version 2.2.4.20140228
Collection orachk_node11g01_dborcl_031814_170552.zip
Collection Date 18-Mar-2014 17:07:03

Note! This version of orachk is considered valid for 102 days fromtoday or until a new version is available
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Show Check Ids

Remove finding from report

Findings Needing Attention
FAIL, WARNING, ERROR and INFO finding details should be reviewed in the context of your environment.

NOTE: Any recommended change should be applied to and thoroughly tested (functionality and load) in one or more non-
production environments before applying the change to a production environment.

Database Server

Status Type Message Status On Details

FAIL 0S Check _Package unixODBC-devel-2.2.14-11.el6-x86_64 is recommended but NOT All Database View
installed Servers

FAIL SQL Check Table AUDS$[FGA_LOGS] should use Automatic Segment Space Management All Databases | View
for dborcl

FAIL 0S Check !’ackage unixODBC-devel-2.2.14-11.el6-i686 is recommended but NOT All Database View
installed Servers

FAIL OS Check Package unixODBC-2.2.14-11.el6-i686 is recommended but NOT installed é;lﬁl/)eartsabase View

All Database
FAIL 0S Check Operating system hugepages count does not satisfy total SGA requirements  gapers View
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WARNING  OS Check Redo log write time is more than 500 milliseconds node11g02 View
WARNING  OS Check Shell limit harc! nproc for root is NOT configured according to All Database View
recommendation Servers
WARNING ' SQL Check Consider setting database parameter NLS_SORT to BINARY All Databases @ View
. All ASM .
WARNING = ASM Check ASM memory_target is not set to recommended value View
Instances
WARNING ' OS Check vm.min_free_kbytes should be set as recommended. SAeIInE)eartsabase View
L . . All Database .
WARNING ' OS Check TFA Collector is either not installed or not running Servers View
WARNING ' OS Check avahi-daemon process is running All Database View
Servers
WARNING ' OS Check OSWatcher is not running as is recommended. ?;Ir\l?eartsabase View
WARNING | OS Check NIC bonding is NOT configured for public network (VIP) ’S*e”r\'?:rtsabase View
WARNING éﬁle_cPlframeter Database Parameter memory_target is not set to the recommended value All Instances View
WARNING | 0S Check Shell limit soft_nproc for DB is NOT configured according to All Database View
recommendation Servers
WARNING ' OS Check /tmp is NOT on a dedicated filesystem ?;Ir\l?eartsabase View
WARNING ' SQL Check One or more redo log groups are NOT multiplexed All Databases @ View
WARNING  SQL Check Controlfile is NOT multiplexed All Databases @ View
WARNING ' OS Check OCR is NOT being backed up daily ’;e”n?eartsabase View
INFO OS Check Consider increasing the COREDUMPSIZE size éélﬁl/)eartsabase View
INFO OS Check Parallel Execution Health-Checks and Diagnostics Reports é;lr\lli)eartsabase View
Validate Your Listener Configurations are in Compliance with Oracle Security .
INFO Patch Check Alert for CVE-2012-1675 All Homes View
Validate Your Configuration is in Compliance with Oracle Security Alert for .
INFO Patch Check CVE2012-1675 All Homes View
. All Database .
INFO OS Check Information about hanganalyze and systemstate dump Servers View
INFO 0OS Check Jumbo frames (MTU >= 8192) are not configured for interconnect é;lr\lli)eartsabase View
INFO OS Check CSS disktimeout is not set to the default value of 200 ?;Ir\l?eartsabase View
INFO OS Check CSS misscount is not set to the default value of 30 éellr\lljeartsabase View
INFO SQL Check Some data or temp files are not autoextensible All Databases @ View
INFO OS Check audit_file_dest has audit files older than 30 days for dborcl éélﬁl/)eartsabase View
INFO OS Check At some times checkpoints are not being completed é;lr\lli)eartsabase View
INFO 0OS Check background_dump_dest has files older than 30 days é;lr\l?eartsabase View
INFO OS Check ORA-00600 errors found in alert log nodel1g01 View
INFO OS Check user_dump_dest has trace files older than 30 days SAeIIr\E)eartsabase View
INFO OS Check $CRS_HOME/log/hostname/client directory has too many older log files. éélﬁl/)eartsabase View
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Maximum Availability Architecture (MAA) Scorecard

Outage Type Status

PASS

DATABASE FAILURE

PREVENTION BEST

PRACTICES
PASS
PASS
PASS
PASS
PASS
PASS
FAIL

COMPUTER FAILURE

PREVENTION BEST

PRACTICES
WARNING
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Type Message Status On Details

" HVFULSW.RQ
2UDFOH GDWDEDVH FDQ EH FRQ LIXUHG ZLWK EHVW SUDFW.FHV WWKDW DUH DSSOLFDEOH WR
DOO 2UDFOH GDWDEDVHV  LQFOXGLQJ VLQIOH LOWDQFH  2UDFOH 5$& GDWDEDVHY  2UDFOH
5$& 2QH 1RGH GDWDEDVHV DQG WKH SULPDU. DQG WWDQGE\  GDWDEDVHV LQ 2UDFCH ' DWD
*XDUG FRQ LJXUDW.RQV

CH+$ %HH LW

e , PSURYHG UHFRYHUDELOLW

e , PSURYHG WADELOLW

%VW 3UDFWLFHV

o &RALIXULQ 2UDFOH ' DWEDVH ZLVK 2UDFOH &OXVWHUZDUH
e &RALIXULQ) 2UDFCH ' DWDEDVH

SQL All

Check All tablespaces are locally managed tablespace Databases View

SQL All tablespaces are using Automatic segment storage All Vi
iew

Check management Databases

SQL . All .

Check Default temporary tablespace is set Databases View

QL Database Archivelog Mode is set to ARCHIVELOG Al View

Check Databases

QL All

Parameter Instance is using Automatic Undo Management I View

nstances

Check

SQL The SYS and SYSTEM userids have a default tablespace of | All View

Check SYSTEM Databases

" HVFULSW.RQ

2UDFCH 5$& DQG 2UDFOH &OXVWHUZDUH DOORZ 2UDFCH ' DWDEDVH WR UXQ DQ SDFNDIHG
RU FXVWRP DSSCLFDW.RQ DFURW D VHW R FOXWWHUHG VHUYHW 7KLV FDSDELOLW
SURYLGHV VHUYHU VLGH KLJK DYDLODELOLW DQG VFDODELOLW , 1 D FOXVWHUHG VHUYHU
IDLOV WKHQ 2UDFCH ' DWDEDVH FROALQXHV UXQQLQI RQ WKH VXUYLYLQ) VHUYHWV : KHQ
PRUH SURFHWLQJ SRZHU LV QHHGHG \ RX FDQ DGG DQRWKHU VHUYHU ZLWKRXW
LOWHUUXSW.QJ DFFHW WWR GDVWD

CH+$ %HH LW

=HUR GDWDEDVH GRZQALPH | RU QRGH DQG LQWDQFH | DLOXUHV  $SSOLFDW.RQ EURZQRXW
FDQ EH ] HUR RU VHFRQGV FRPSDUHG VR PLQXWHV DQG DQ KRXU ZLWK WKLUG SDUW FROG
FOXVWHU | DLORYHU VROXW.RQV

2UDFCH 5$& DQG 2UDFOH &OXVWHUZDUH UROCLQU XSJUDGH | RU PRVW KDUGZDUH DQG
VR WZDUH FKDQIHV H FOXGLQJ 2UDFOH 5' 996 SDWFK VHW DQG QHZ GDWDEDVH UHOHDVHV

%W 3UDFWLFHV

o +398 &KDSWHU &RA LIXULQ] 2UDFCH ' DWDEDVH ZL WK 2UDFCH &OXVWHUZDUH
o +398 &KDSWHU &RQ LIXULQ) 2UDFOH ' DWDEDVH ZLWK 2UDFOH 53&
o +$93 &KDSWHU &RQ LIXULQ) 2UDFOH ' DWDEDVH FROWDLQV *HOHULFE +$

SUDFW.FHV
SQL
fast_start_mttr_target should be greater than or equal to All .
Parameter View
Check 300. Instances
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" HVFULSW.RQ

7KH 0$$ UHFRPPHQGHG ZD\ WR DFKLHYH WKH PRVW FRPSUHKHQVLYH GDWD FRUUXSW.RQ
SUHYHOALRQ DQG GHWHFWLRQ LV VR XVH 2UDFCH $FWL.YH ' DWD *XDUG DQG FRQ LIXUH WKH
' OBY 28 B&H(& , 1* ' YBY% 2& B&+(& 680 DQG ' YB/ 267B: 5, 7( B3527( &7 GDWDEDVH
LQLW.DOL] DW.RQ SDUDPHWHUV RQ WKH 3ULPDU\ GDVWDEDVH DQG DQ. ' DVWD * XDUG DQG
VWDQGE\  GDWDEDVHV

CH+$ 9%HQH LW

e $SSOLFDW.RQ GRZOALPH FDQ EH UHGXFHG | URP KRXWW DQG GD\V WR VHFRQGY WR QR
GRZQNLPH

e 3SUHYHOALRQ TXLFN GHWHFW.RQ DQG | DVWW UHSDLU R GDWD EORFN FRUUXSW.RQV

FAIL

e LWK $FW.YH ' DWD *XDUG GDWD EOCRFN FRUUXSW.RQV FDQ EH UHSDLUHG
DXWRPDW.FDOO\

DATA CORRUPTION
PREVENTION BEST
PRACTICES

%VW 3UDFWLFHV

e 1RVWH YHVW SUDFW FHV | RU &RUUXSW RQ ' HWHFW RQ  3UHYHOW RQ
DOG $XWRPDW.F 5HSDLU ~ LQ D ' DWD * XDUG &RQl LIXUDW RQ

o +398 &KDSWHU SURWHFW $JDLOVW ' DWD &RUUXSW.RQ

e 1RWH S5HVROYLQJ 25% RU 25% > @' XULQ] 6WDQGE\
S5HFRYHU

o +398 &KDSWHU

QL The data files should be recoverable Al View

Check Databases

SQL
FAIL Parameter
Check

FAIL

Database parameter DB_LOST_WRITE_PROTECT is NOT set All
to recommended value Instances

SQL
FAIL Parameter
Check

Database parameter DB_BLOCK_CHECKSUM is NOT set to All
recommended value Instances

All
Database @ View
Servers

Database parameter DB_BLOCK_CHECKING on PRIMARY is

WARNING | OS Check NOT set to the recommended value.

SQL No reported block corruptions in All

PASS Check V$DATABASE_BLOCK_CORRUPTIONS Databases

" HVFULSW.RQ

2UDFCH ) ODVKEDFN 7HFKQRORJ\  HQDECHV | DVW ORJLFDO | DLOXUH UHSDLU  2UDFCH
UHFRPPHQGY WKDW \ RX XVH DXWRPDW.F XQGR PDQDIHPHQW ZLWK VXI | LFLHQW VSDFH WR
DWADLQ \ RXU GHVLUHG XQGR UHWHOMLRQ JXDUDQWHH HQDECH 2UDFOH ) CDVKEDFN
' DWDEDVH DQG DOCRFDWH VXI | LFLHQW VSDFH DQG , 2 EDQGZLGAK LQ WKH | DVW UHFRYHU
DUHD  $SSOLFDW.RQ PRQLWRULQ) LV UHTXLUHG | RU HDUO. GHWHFW.RQ (11| HFW.YH DQG
| DVW UHSDLU FRPHV | URP OHYHUDILQJ DQG UHKHDWLQI WKH PRWV FRPPRQ DSSOLFDW.RQ
VSHFLI LF ORILFDO | DLOXUHV DQG XVLQJ WKH GLI | HUHQW | CDVKEDFN | HDWKUHV
H I HPW.YHO H J | ODVKEDFN TXHJ | ODVKEDFN YHUVLRQ TXHUW | CDVKEDFN
WUDQVDFW.RQ TXHU\ | CDVKEDFN WUDQVDFW.RQ | ODVKEDFN GURS | CDVKEDFN WDECH DQG
| CDVKEDFN GDWDEDVH

CHO+$ %HH LW

: LWK DSSOLFDW.RQ PRQLWRULQI DQG UHKHDUVHG UHSDLU DFW.RQV ZLWK | ODVKEDFN
WHFKQRORILHV  DSSOLFDW.RQ GRZQW.PH FDQ UHGXFH | URP KRXW DQG GD\ V WR WKH \W.PH
VR GHWHFW WKH ORILFDO LQFRQVLVHGR\

) DVW UHSDLU | RU ORILFDO | DLOXUHV FDXVHG B\ PDOLFLRXV RU DFFLGHQADO ' 0/ RU ''/
RSHUDW.RQV

FAIL (1''HFW | DVW SRLQW LQ W.PH UHSDLU DW WKH DSSURSULDWH CHYHO Rl JUDQXCDULW
WUDQVDFW.RQ WDECH RU GDWDEDVH
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AXHWILRQV
LOGICAL CORRUPTION

PREVENTION BEST &DQ \ RXU DSSCLFDW.RQ RU PRQLWRULQJ LQl UDVXFWKUH GHWHEW ORJLFDO
PRACTICES LOFROVLWVWHCELEV"

, V \RXU RSHUDW.RQV WHDP SUHSDUHG WR XVH YDULRXV | CDVKEDFN WHFKQRORILHV VR
UHSDLU TXLFNO DQG HI | LFLHQWOD "

, V. VHEXULW  SUDFW.FHV HQ RUFHG WR SUHYHQW XQDXWKRUL] HG SULYLOHIHV VKDW FDQ
UHVXOW CRILFDO LQFRQVLVWHQFL HV"

%HVW 3UDFWLFHV

o +39%8 &KDSWHU ((QDECH ) ODVKEDEN ' DWDEDVH
e 1RWH ) ODVKEDEN ' DAWEDVH %-VW SUDFW.FHV _ 3HUI RUPDOFH

o +393 &KDSWHU SHFRYHULQJ 1 URP +XPDQ (UURU SHFRYHUW ZLWK

) CDVKEDFN
o 2UDFOHAS ' DWDEDVH $GYDOFHG 6HFXULW $GPLOLVWIUDWRU V. * XLGH

All
Databases

SQL

FAIL Check

Flashback on PRIMARY is not configured

<
=
<

SQL
PASS Parameter A RECYCLEBIN on PRIMARY is set to the recommended value
Check

All
Instances

<
=
<

SQL
PASS Parameter
Check

Database parameter UNDO_RETENTION on PRIMARY is not  All
null Instances

<
=
<

" HVFULSW.RQ

2UDFOH  J DQG KLJKHU $FW.YH ' DWD *XDUG LV WKH UHDO W.PH GDWD SURWHFW.RQ DQG
DYDLODELOLW VROXW.RQ WKDW HOLPLQDWHV VLQIOH SRLQW R | DLOXUH B\ PDLQWDLQLQU
RQH RU PRUH W\ QFKURQL] HG SK\ VLFDO UHSCLFDV Rl WKH SURGXFW.RQ GDWDEDVH , | DQ
XQSODQQHG RAMDJH R DQ NLQG LPSDFW VKH SURGXFW.RQ GDWDEDVH DSSOLFDW.RQV DQG
XVHW FDQ TXLFNO. | DLORYHU VR D W\ QFKURQL] HG WIDQGE\  PLQLPL] LQY GRZQW.PH DQG
SUHYHQW.Q)' GDWD CRW  $Q $FVWLYH ' DWD *XDUG WIDQGE\ FDQ EH XVHG VR Rl | ORDG
UHDG RQO\ DSSOLFDW.RQV DG KRF TXHULHV DQG EDFNXSV | URP VKH SULPDU\  GDVWDEDVH
RU EH GXDO SXUSRVHG DV D WHVW A VWHP DW WKH VDPH W.PH LW SURYLGHV GLVDWWHU
SURMWHFW.RQ  $Q $FW.YH ' DWD *XDUG VWWDQGEE\ FDQ DOVR EH XVHG WR PLQLPL] H GRZQALPH
| RU SCDQOHG PDLQWHQDQFH ZKHQ XSJUDGLQ] WR QHZ 2UDFCH ' DWDEDVH SDWFK VHW/ DQG
UHOHDVHV DQG | RU VHOHFW PLJUDW.RQV

YRU ] HUR GDWD ORW SURWHFW.RQ DQG | DWHWW UHFRYHU. W.PH GHSOR\ D ORFDO ' DWD
*XDUG VADQGE\ GDWDEDVH ZLWK ' DWD * XDUG ) DVW 6VDUW ) DLORYHU DQG LQUWHI UDVWHG
FOLHQW | DLORYHU ) RU SURWHFW.RQ DJDLQUW RXWDJHV LPSDFW.QJ ERWK WKH SULPDU\  DQG
VKH ORFDO WADQGE\ RU WKH HQW.UH GDWD FHQWHU RU D EURDG JHRIUDSK\ GHSOR\ D
VHFRQG ' DWD * XDUG VWDQGEE\ GDWDEDVH DW D UHPRWH ORFDW.RQ

CHO+$ %HH LW

(LWK 2UDFCH  J UHOHDVH  DQG KLJKHU $FWLYH ' DWD * XDUG DQG UHDO W.PH DSSO
GWD EORFN FRUUXSW.RQV FDQ EH UHSDLUHG DXWRPDW.FDOO\ DQG GRZQALPH FDQ EH
UHGXFHG | URP KRXW DQG GD\V Rl DSSCLFDW.RQ LPSDFW VR ] HUR GRZOW.PH ZLWK ] HUR
CDWD ORW

(LWK 0$$ EHVW SUDFW.FHV ' DWD * XDUG ) DVW 6WDUW ) DLORYHU W SLFDOO\ D ORFDO
WIDQGE\  DQG LQMHIUDWHG FOLHQW | DLORYHU GRZQALPH | URP GDWDEDVH FOXWWHU DQG
VLWH | DLOXUHV FDQ EH UHGXFHG | URP KRXUWV VR GD\V DQG VHFRQGY DQG PLQXWHV

: LWK UHPRWH WWDQGE\  GDWDEDVH ' LVDWWHU 5HFRYHW 6LWH  \ RX KDYH SURWHFW.RQ
I URP FRPSOHWH VLWH | DLOXUHV

DATABASE/CLUSTER/SITE
FAILURE PREVENTION , Q DOO FDVHV  VKH $FW.YH ' DWD * XDUG LQWDQFHV FDQ EH DFW.YH DQG XVHG | RU RVKHU

BEST PRACTICES DRALYLW RV

" DWD *XDUG FDQ UHGXFH ULVIWV DQG GRZQALPH | RU SODQQHG PDLQWHQDQFH DFWLYLW.HV E\
XVLQU ' DWDEDVH URCOLQJ XSJUDGH ZLWK WUDQVLHQA ORILFDO WADQGE\  WDQGE\ | LUW
SDWFK DSSO. DQG GDWDEDVH PLJUDW.RQV

$FW.YH ' DWD *XDUG SURYLGHY RSW.PDO GDVWD SURVWHFW.RQ B\ XVLQJ SK\ VLFDO
UHSOLFDW.RQ DQG FRPSUHKHQVLYH 2UDFCH YDOLGDW.RQ WR PDLQADLQ DQ H[ DFW E\ WH | RU
E\WH FRS\ Rl WKH SULPDU\ GDWDEDVH WKDW FDQ EH RSHQ UHDG RQO\ WR RI | CRDG
UHSRULQI DG KRF TXHULHV DQG EDFNXSV ) RU RWKHU DGYDQFHG UHSOLFDW.RQ
UHTXLUHPHQAY ZKHUH UHDG ZULWH DFFHW WR D UHSOLFD GDWDEDVH LV UHTXLUHG ZKLOH
LWLV EHLQ) VA QFKURQL] HG ZLWK WKH SULPDU\ GDWDEDVH VHH 2UDFCH * ROGHQ: DWH
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ORJLFDO UHSOLFDW.RQ 2UDFCH * ROGHQ DWH FDQ EH XVHG WR VXSSRUW KHWHURI HQHRXY
GDWDEDVH SCDW RUPV DQG GDWDEDVH UHOHDVHY  DQ HI | HFWLYH UHDG ZULWH | XCO RU
VXEVHW ORILFDO UHSOLFD DQG WR UHGXFH RU HOLPLQDWH GRZQW.PH | RU DSSOLFDW.RQ
GDWDEDVH RU VW WWHP FKDQIHVY  2UDFCH * ROGHQ* DWH | OH[ LEOH ORJLFDO UHSOLFDW.RQ
VROXWW.RQKY(E/ PDLQ WUDGH RI | LV WKH DGELW.RQDO DGPLQLVWIDW.RQ | RU DSSOLFDW.RQ
GHYHORSHU DQG GDWDEDVH DGPLQLVMUDWRLY

%VW 3UDFWL.FHV

e 2UDFCH ' DWD *XDUG ' LVDWWHU 5HFRYHW | RU 2UDFCH ([ DGDWD ' DWDEDVH
ODFKL

e 1RWH 2UDFOH 3DWFK $VVXUDOFH ' DWD * XDUG 6WDQCGE\ ) LUVW
3DVWFK $SSO

e 1RWH YHVW SUDFW FHV | RU &RUUXSW RQ ' HWHFW RQ  3UHYHOW RQ
DOG $XWRPDW.F 5HSDLU ~ LQ D ' DWD * XDUG &RQ LIXUDW RQ

o +393 &KDSWHU &RA LIXULQ] 2UDFCH ' DWD * XDUG

e *ROGHQIDWH UHVRXUFHV

sqL Primary database is NOT protected with Data Guard
(standby database) for real-time data protection and
Check A
availability

All

FAIL Databases

View

" HVFULSW.RQ

$ KLIKO. DYDLODEOH DUFKLWHFWKUH UHTXLUHV WKH DELOLW Rl WKH DSSOLFDW.RQ W.HU
VR WUDQUSDUHQAD. | DLO RYHU VR D VXUYLYLQ) LQMDQFH RU GDWDEDVH DGYHUMVLQD WKH
UHTXLUHG VHUYLFH 7KLV HQVXUHV WKDW DSSCLFDW.RQV DUH JHQHUDOO, DYDLCDECH RU
PLQLPDOO. LPSDFWHG LQ WKH HYHQW R QRGH | DLOXUH LQWWDQFH | DLOXUH RU GDWDEDVH
| DLOXUHV

2UDFCH OLVWHQHWY FDQ EH FRQI LIXUHG WR WKURWAOH LQFRPLQI FRQOHFW.RQV WR DYRLG
ORJIRQ WIRUPV DI WHU D GDVWDEDVH QRGH RU LOWDGFH | DLOXUH  7KH FRQOHFW.RQ UDWH
OLPLWHU | HDWKUH LQ WKH 2UDFOH 1HW / LVWHQHU HQDECHV D GDWDEDVH DGPLQLVWUDVWRU
PASS "o VR OLPLWWKH QXPEHU Rl QHZ FRQQHFW.RQV KDQGOHG B\ VKH OLVWHQHU
CLIENT FAILOVER

OPERATIONAL BEST
PRACTICES Y%-VW 3UDFWLFHY

o &AL DLORYHU %-VW 3UDFW.FHV | RU +LJKO $YDLODECH 2UDFCH ' DWDEDVHV
2UDFCH ' DAWDEDVH J 5SHOHDVH

e 2UDFCH : HE/ RILF 6HUYHU DQG +LJKO $YDLODECH 2UDFCH ' DWDEDVHV  2UDFCH
 QAHIUDWAHG 0D LPXP $YDLODELO W 6ROXW RQV

e 1HWB6HUYLFHV 5H HUHOFH * XL GH &ROOHFW RQ 5DWH / LPLWHU 3DUDPHWHWV

o +398 &KDSWHU &RQ LIXULQI ) DVW &ROOHFW RO ) DL ORYHU

All
PASS OS Check | Clusterware is running Database  View
Servers

" HVFULSW.RQ

2UDFCH 5HFRYHU\ ODQDJHU 50$1 LV DQ 2UDFCH ' DAWDEDVH XW.OLW WR PDQDIH
GDWDEDVH EDFNXS DQG  PRUH LPSRUMDQAD.  VKH UHFRYHU\ Rl WKH GDWDEDVH  50$1
HOLPLQDWHV RSHUDWLRQDO FRPSCH[ LW  ZKLOH SURYLGLQJ VXSHULRU SHUI RUPDQFH DQG
DYDLODELOLW Rl \WKH GDWDEDVH
50$1 GHWHUPLQHV WKH PRVW HI | LFLHQW PHWKRG Rl H[ HFXW.Q) WKH UHTXHVWHG EDFNXS
UHVWARUDW.RQ RU UHFRYHU\ RSHUDW.RQ DQG VKHQ VXEPLW/ WKHVH RSHUDW.RQV VR \KH
2UDFCH ' DWDEDVH VHUYHU | RU SURFHWLQ)  50$1 DQG WKH VHUYHU DXWRPDW.FDOO
LGHOAI\ PRGLI LFDALRQV WR WKH VWWXFWKUH Rl WKH GDWDEDVH DQG G\ QDPLFDOO,  DAVKWW|
VKH UHTXLUHG RSHUDW.RQ WR DGDSW WR WKH FKDQIHV

50$1 KDV PDQ XQ.TXH +$ FDSDELOLW.HV WKDW FDQ EH FKDOOHQILQJ RU LPSRWLECH | RU
WKLUG SDUW EDFNXS DQG UHVWRUH XW.OLW.HV VR GHOLYHU VXFK DV

e ,Q GHSWK 2UDFCH GDWD EORFN FKHENV GXULQI HYHU\ EDFNXS RU UHVWRUH
RSHUDW.RQ

e (Il LFLHQW EORFN PHGLD UHFRYHW

o $XWRPDW.F UHFRYHUW WKURXJK FRPSOH GDWDEDVH WADWH FKDQIHV VXFK DV
UHVHWORIV RU SDVW' DWD * XDUG URCH WUDQVLW.RQV

AL e ) DVW LQFUHPHQWDO EDFNXS DQG UHVWRUH RSHUDW.RQV

e, QWHIUDWHG UHVWHQNLRQ SROLFLHV DQG EDFNXS | LOH PDQDIHPHQW ZLWK 2UDFOHK YA/
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| DWW UHFRYHU  DUHD
ORACLE RECOVERY o 2Q0LQH EDFNXSV ZLVKRXW VKH QHHG WR SXW VKH GDWDEDVH RU GDWD | LOH LQ KRW
MANAGER(RMAN) BEST EDFNXS PRCH
PRACTICES
50$1 EDFNXSV DUH VWUDWHILF WR 0$$ VR D GDPDIHG GDWDEDVH FRPSOHWH GDWDEDVH RU
VXEVHW Rl WKH GDWDEDVH VXFK DV D GDWD | LOH RU WDEOHVSDFH ORJ ILOH RU
FROAMRO LOH FDQ EH UHFRYHUHG EXW | RU WKH | DWWHVW UHFRYHW\  XVH ' DWD * XDUG RU
*ROGHQ*DWH  50$1 RSHUDWL.RQV DUH DOVR LPSRUMDQW | RU GHVHFW.QJ DQ FRUUXSVWHG
ECRFNV | URP GDWD | LOHV WKDW DUH QRW | UHTXHQAD. DFFHVWHG
%-VW 3UDFW.FHV
e 9YHFNXS DOQG 5HFRYHU 3HU RUPDOFH DOQG %VW 3UDFW.FHV XVLQJ WKH 6XQ =) 6
6WRUDIH $SSOLDOFH ZLWK WKH 2UDFOH ([ DGDWD ' DWDEDVH ODFKLCH
e 2UDFCH ([ DEDWD ' DWDEDVH ODFKLCQH YOFNXS SHFRYHW 6L]LQJ  7DSH YDENXSV
. LIXUL YDOENXS SHFRYHW
e 2UDFOHAS ' DAWDEDVH YDFNXS DQG S5HFRYHW 8VHU V *XLGH  J SHOHDVH
o 9HFNXS DOG 5HFRYHU  3HUI RUPDOFH DG %HVW SUDFW.FHV | RU ([ DGDWD &HOO
DG 2UDFCH ([ DEDWD ' DWDEDVH ODFKLCQH
sqL FRA space management problem file types are present All
FAIL without an RMAN backup completion within the last 7 View
Check Databases
days.
SQL ' All .
WARNING RMAN controlfile autobackup should be set to ON View
Check Databases
control_file_record_keep_time is within recommended g!tabase .
PASS 0OS Check range [] _9] for dborcl View
Servers
" HVFULSW.RQ
2SHUDW.RQDO EHVW SUDFW.FHV DUH DQ HVWHQALDO SUHUHTXLVLWH WR KLJK
DYDLODELOLW 7KH LQNVHIUDW.RQ Rl 2UDFCH 0D LPXP $YDLODELOLW  $UFKLWHFWKUH
0%$$ RSHUDW.RQDO DQG FRQ LIXUDW.RQ EHVW SUDFW.FHV ZLWK 2UDFCH ([ DGDWD
' DWDEDVH ODFKLQH ([ DCDWD 0$$ SURYLGHV WKH PRVW FRPSUHKHQVLYH KLJK
OPERATIONAL BEST INFO DYDLODELOLW VROXW.RQ DYDLODECH | RU WKH 2UDFOH ' DWDEDVH
PRACTICES
%W 3UDFVW.FHV
e +3%8 &KDSWHU 2SHUDW. SUHUHTXLVLWAV WR ODf LPL] L YDLODEL QWY
e 033 3DSHU 0$$ %-VW 3UDFW.FHV | RU 2UDFCOH ([ DGDWD ' DWDEDVH ODFKLCH
" HYFULSW.RQ
" DWDEDVH FRQVROLGDW.RQ UHTXLUHV DGELW.RQDO SODQQLQI DQG PDQDUHPHQN WR HQVXUH
+$ UHTXLUHPHQAV DUH PHW
DATABASE %MW 3UDFW.FHV
CONSOLIDATION BEST INFO
PRACTICES o %IVWIUDFWFHV )RU ' DADEDVH &RQVROLGDW.RQ 2Q ([ DEDWD ' DWDEDVH ODFKLCH
e 2UDFCH ' DWDEDVH &ORXG
e I1RWH 6FKHPD 5HFRYHW\ 2SWRQV LQ D &RQVROL.GDWHG ( QYL URQPHQW
e 8VLQ 2UDFCH ' DWDEDVH 5HVRXUFH 0DODIHU
Top

GRID and RDBMS patch recommendation Summary report

Summary Report for "nodel11g01"

Clusterware patches
Total patches Applied on CRS Applied on RDBMS Applied on ASM Details

1 0 0 0 View

RDBMS homes patches
Total patches Applied on RDBMS Applied on ASM ORACLE_HOME Details
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35 34 0 /u01/app/oracle/product/11.2.0/dbhome_11203 View

Summary Report for "nodel11g02"

Clusterware patches
Total patches Applied on CRS Applied on RDBMS Applied on ASM Details

1 0 0 0 View

RDBMS homes patches
Total patches Applied on RDBMS Applied on ASM ORACLE_HOME Details

35 34 0 /u01/app/oracle/product/11.2.0/dbhome_11203 View

Top
GRID and RDBMS patch recommendation Detailed report

Detailed report for "node11g01"

1 Recommended CRS patches for 112030 from /u01/app/11.2.0/grid

Patch# CRS ASM RDBMS RDBMS_HOME Patch-Description
not- not- GRID INFRASTRUCTURE PATCH SET UPDATE 11.2.0.3.9 (INCLUDES DB PSU
17735354 ) n/a . merge
applied applied 11.2.0.3.9)
Top
35 Recommended RDBMS patches for 112030 from /u01/app/oracle/product/11.2.0/dbhome_11203
Patch# RDBMS ASM Type Patch-Description
13819954 applied n/a  N-APPLY Patch description: "Database Patch Set Update : 11.2.0.3.7 (16619892)"

17735354 not-applied n/a merge GRID INFRASTRUCTURE PATCH SET UPDATE 11.2.0.3.9 (INCLUDES DB PSU 11.2.0.3.9)
Top

Detailed report for "node11g02"

1 Recommended CRS patches for 112030 from /u01/app/11.2.0/grid

Patch# CRS ASM RDBMS RDBMS_HOME Patch-Description
17735354 not- / not- merae GRID INFRASTRUCTURE PATCH SET UPDATE 11.2.0.3.9 (INCLUDES DB PSU
applied applied 9 11.2.0.3.9)
Top

35 Recommended RDBMS patches for 112030 from /u01/app/oracle/product/11.2.0/dbhome_11203
Patch# RDBMS ASM Type Patch-Description

13819954 applied n/a  N-APPLY Patch description: "Database Patch Set Update : 11.2.0.3.7 (16619892)"

17735354 not-applied n/a merge GRID INFRASTRUCTURE PATCH SET UPDATE 11.2.0.3.9 (INCLUDES DB PSU 11.2.0.3.9)

g

Findings Passed

Database Server

Status Type Message Status On Details
PASS | OS Check No ORA-00600 errors found in alert log nodel11g02 View
. - All ASM .
PASS  ASM Check  ASM disk permissions are set as recommended View
Instances
. All ASM .
PASS  ASM Check ' ASM disks have enough free space for rebalance View
Instances

file:///D:/Users/Levi/Desktop/orachk_node11g01_dborcl_031814_170552.html 8/134



18/3/2014
PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

SQL Check

SQL Check

SQL Check

SQL Check

SQL Check

SQL Check

OS Check

SQL Check

0OS Check

SQL Check

0OS Check

ASM Check

ASM Check

0OS Check

ASM Check

ASM Check

Patch Check

OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

OS Check

Oracle RAC Assessment Report

All optimizer related parameters are set to the default value (Parameter Set 2 of 3)

All optimizer related parameters are set to the default value (Parameter Set 3 of 3)
for dborcl

No obsolete initialization parameters are set

PARALLEL_DEGREE_POLICY parameter is set to AUTO or LIMITED and the 1/O
calibration statistics have been gathered

Database parameter OPTIMIZER _FEATURES_ENABLE is set to the current database
version

Database parameter DB_FILE_MULTIBLOCK_READ_COUNT is unset as recommended

Online(hot) patches are not applied to CRS_HOME.

Table containing SecureFiles LOB storage belongs to a tablespace with extent
allocation type that is SYSTEM managed (AUTOALLOCATE)

Online(hot) patches are not applied to ORACLE_HOME.

All optimizer related parameters are set to the default value (Parameter Set 1 of 3)

Berkeley Database location points to correct GI_LHOME

ADVM Volume(s) are configured as recommended.

Linux Disk 1/0 Scheduler is configured as recommended

There are no duplicate parameter entries in the database init.ora(spfile) file

There are no duplicate parameter entries in the ASM init.ora(spfile) file

All diskgroups from v§asm_diskgroups are registered in clusterware registry

Oracle Patch Applied on Gl Home for issue different subnet failed to connect to VIP

after Restart. /u01/app/11.2.0/grid

Package cvuqdisk-1.0.9-1-x86_64 meets or exceeds recommendation

OLR Integrity check Succeeded

pam_limits configured properly for shell limits

Linux transparent huge pages are disabled

OCR and Voting disks are stored in ASM

System clock is synchronized to hardware clock at system shutdown

ACFS volumes found in Clusterware registry and ACFS registry exist on system
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PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

0OS Check

ASM Check

ASM Check

0OS Check

0OS Check

0OS Check

OS Check

SQL Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

Oracle RAC Assessment Report

No clusterware resource are in unknown state

No corrupt ASM header blocks indicated in ASM alert log (ORA-15196 errors)

No disks found which are not part of any disk group

loopback address is configured as recommended in /etc/hosts

Redo log write time is less than 500 milliseconds

Grid infastructure network broadcast requirements are met

Package libgcc-4.4.4-13.el6-x86_64 meets or exceeds recommendation

No read/write errors found for ASM disks

Package sysstat-9.0.4-11.el6-x86_64 meets or exceeds recommendation

Package libgcc-4.4.4-13.el6-i686 meets or exceeds recommendation

Package binutils-2.20.51.0.2-5.11.el6-x86_64 meets or exceeds recommendation

Package glibc-2.12-1.7.el6-x86_64 meets or exceeds recommendation

Package libstdc++-4.4.4-13.el6-x86_64 meets or exceeds recommendation

Package libstdc++-4.4.4-13.el6-i686 meets or exceeds recommendation

Package glibc-2.12-1.7.el6-i686 meets or exceeds recommendation

Package gcc-4.4.4-13.el6-x86_64 meets or exceeds recommendation

Package make-3.81-19.el6 meets or exceeds recommendation

Package libstdc++-devel-4.4.4-13.el6-i686 meets or exceeds recommendation

Package libaio-devel-0.3.107-10.el6-x86_64 meets or exceeds recommendation

Package libaio-0.3.107-10.el6-x86_64 meets or exceeds recommendation

Package compat-libstdc++-33-3.2.3-69.e16-i686 meets or exceeds recommendation

Package glibc-devel-2.12-1.7.el6-x86_64 meets or exceeds recommendation
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PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

0OS Check

0OS Check

OS Check

0OS Check

0OS Check

0OS Check

OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

SQL
Parameter
Check
Patch Check
SQL

Parameter
Check

SQL Check

0OS Check

ASM Check

0OS Check

SQL
Parameter
Check

0OS Check

Oracle RAC Assessment Report

Package glibc-devel-2.12-1.7.el6-i686 meets or exceeds recommendation

Package compat-libcap1-1.10-1-x86_64 meets or exceeds recommendation

Package ksh-20100621-12.el6-x86_64 meets or exceeds recommendation

Package libaio-0.3.107-10.e16-i686 meets or exceeds recommendation

Package libstdc++-devel-4.4.4-13.el6-x86_64 meets or exceeds recommendation

Package gcc-c++-4.4.4-13.el6-x86_64 meets or exceeds recommendation

Package compat-libstdc++-33-3.2.3-69.el6-x86_64 meets or exceeds
recommendation

Package libaio-devel-0.3.107-10.el6-i686 meets or exceeds recommendation

Remote listener is set to SCAN name

Value of remote_listener parameter is able to tnsping

No tnsname alias is defined as scanname:port

ezconnect is configured in sqlnet.ora

Database Parameter parallel_execution_message_size is set to the recommended

value

SCN Headroom is good BUT see IMPORTANT Details about SCN Headroom

Database parameter CURSOR_SHARING is set to recommended value

All bigfile tablespaces have non-default maxbytes values set

umask for RDBMS ow ner is set to 0022

ASM Audit file destination file count <= 100,000

Shell limit hard stack for Gl is configured according to recommendation

asm_power_limit is set to recommended value of 1

NTP is running with correct setting

file:///D:/Users/Levi/Desktop/orachk_node11g01_dborcl_031814_170552.html

All
Database
Servers

All
Database
Servers

All
Database
Servers

All
Database
Servers

All
Database
Servers

All
Database
Servers

All
Database
Servers

All
Database
Servers

All
Database
Servers

All
Database
Servers

All
Database
Servers

All
Database
Servers

All Instances

All Homes

All Instances

All
Databases

All
Database
Servers

All ASM
Instances

All
Database
Servers

All Instances

All
Database
Servers

All

11134



18/3/2014
PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

PASS

0OS Check

OS Check

OS Check

0OS Check

0OS Check

ASM Check

0OS Check

0OS Check

0OS Check

SQL Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

0OS Check

Oracle RAC Assessment Report

CSS reboottime is set to the default value of 3

ohasd Log Ownership is Correct (root root)

ohasd/orarootagent_root Log Ow nership is Correct (root root)

crsd/orarootagent_root Log Ow nership is Correct (root root)

crsd Log Ow nership is Correct (root root)

CRS version is higher or equal to ASM version.

Local listener init parameter is set to local node VIP

Number of SCAN listeners is equal to the recommended number of 3.

All voting disks are online

All redo log files are of same size

SELinux is not being Enforced.

Public interface is configured and exists in OCR

ip_local_port_range is configured according to recommendation

kernel.shmmax parameter is configured according to recommendation

Kernel Parameter fs.file-max is configuration meets or exceeds recommendation

Shell limit hard stack for DB is configured according to recommendation

Free space in /tmp directory meets or exceeds recommendation of minimum 1GB

Shell limit hard nproc for Gl is configured according to recommendation

Shell limit soft nofile for DB is configured according to recommendation

Shell limit hard nofile for Gl is configured according to recommendation

Shell limit hard nproc for DB is configured according to recommendation
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Oracle RAC Assessment Report

Shell limit soft nofile for Gl is configured according to recommendation

Shell limit soft nproc for Gl is configured according to recommendation

Shell limit hard nofile for DB is configured according to recommendation

Linux Swap Configuration meets or exceeds Recommendation

remote_login_passw ordfile is configured according to recommendation

$ORACLE_HOME/bin/oradism ow nership is root

$ORACLE_HOME/bin/oradism setuid bit is set

Avg message sent queue time on ksxp is <= recommended

Avg message sent queue time is <= recommended

Avg message received queue time is <= recommended

No Global Cache lost blocks detected

Failover method (SELECT) and failover mode (BASIC) are configured properly

Instance is using Automatic Undo Management

Avg GC CURRENT Block Receive Time Within Acceptable Range

Avg GC CR Block Receive Time Within Acceptable Range

Tablespace allocation type is SYSTEM for all appropriate tablespaces for dborcl

Alert log is not too big

No ORA-07445 errors found in alert log

core_dump_dest does not have too many older core dump files

Kernel Parameter SEMMNS OK

Kernel Parameter kernel.shmmni OK

Kernel Parameter SEMMSL OK

Kernel Parameter SEMMNI OK
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Oracle RAC Assessment Report

Servers
All
PASS | OS Check Kernel Parameter SEMOPM OK Database View
Servers
All
PASS  OS Check Kernel Parameter kerel.shmall OK Database View
Servers
SQL
PASS  Parameter Remote listener parameter is set to achieve load balancing and failover All Instances  View
Check
All
PASS | OS Check The number of async 10 descriptors is sufficient (/proc/sys/fs/aio-max-nr) Database View
Servers
All
PASS  OS Check net.core.rmem_max is Configured Properly Database View
Servers
All
PASS | OS Check Interconnect is configured on non-routable network addresses Database View
Servers
All
PASS | OS Check None of the hostnames contains an underscore character Database View
Servers
All
PASS | OS Check net.core.rmem_default Is Configured Properly Database View
Servers
All
PASS  OS Check net.core.w mem_max Is Configured Properly Database View
Servers
All
PASS | OS Check net.core.w mem_default Is Configured Properly Database View
Servers
PASS  SQL Check ARCHIVELOG mode is enabled Al View
Databases
All
PASS | OS Check ORA_CRS_HOME environment variable is not set Database View
Servers
PASS  SQL Check SYS.AUDSES$ sequence cache size >= 10,000 Al View
Databases
PASS  SQL Check SYS.IDGEN1$ sequence cache size >= 1,000 Al View
Databases
Cluster Wide
Status Type Message Stgtnus Details
Cluster Wide ' RDBMS home /u01/app/oracle/product/11.2.0/dbhome_11203 has same number of Cluster
PASS ) .
Check patches installed across the cluster Wide
PASS Cluster Wide Clusterware software version matches across cluster. Cl_uster View
Check Wide
PASS Cluster Wide All nodes are using same NTP server across cluster Clyster View
Check Wide
PASS Cluster Wide Time zone matches for root user across cluster Clyster View
Check Wide
PASS Cluster Wide Time zone matches for GI/CRS software owner across cluster Clyster View
Check Wide
Cluster Wide . . Cluster .
PASS Check Operating system version matches across cluster. Wide View
PASS Cluster Wide OS Kernel version(uname -r) matches across cluster. Clyster View
Check Wide
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PASS  Cluster Wide @ Clusterware active version matches across cluster. Cluster View
Check Wide

PASS Cluster Wide RDBMS software version matches across cluster. CI_uster View
Check Wide

PASS Cluster Wide Timezone matches for current user across cluster. Clyster View
Check Wide

PASS Cluster Wide Public network interface names are the same across cluster Clyster View
Check Wide

PASS Cluster Wide GI/CRS software owner UID matches across cluster Cl_uster View
Check Wide

PASS Cluster Wide RDBMS software owner UID matches across cluster Clyster View
Check Wide

PASS Cluster Wide Private interconnect interface names are the same across cluster Clyster View
Check Wide

Top

Best Practices and Other Recommendations

Best Practices and Other Recommendations are generally items documented in various sources which could be overlooked.
orachk assesses them and calls attention to any findings.

Top

Clusterware software version comparison

UHQH LW, PSDFW
BWDELOLW  $YDLCDELOLW  6WDQGDUGL] DWLRQ
5LVN

3RWHQALDO FOXVWWHU LQMDELOLW GXH WR FOXVWHUZDUH YHUVLRQ PLVPDWFK RQ FOXWWHU QRGHV

, WLV SRWLECH WKDW LI WWKH FOXVWHUZDUH YHUWLRQV GR QRW PDWEK VWKDW VRPH LQFRPSDW.ELOLW
Recommendation | FRX0G H LW ZKLFK ZRXOG PDNH GLDUGRVLQY SURECHPV GLI | LFXON RU EXJV | L[ HG LQ WKH

CDVWHU FOXVWHUZDUH YHWLRQ VWL.CO EHLQJ SUHVHQW RQ VRPH QRGHV EXW QRW RQ RWKHWV

$FW.RQ  5HSDLU

8QOHW LQ WKH SURFHW R D UROOLQJ XSJUDGH RI WKH FOXVWWHUZDUH LW LV DVWXPHG

WKDW VWKH FOXVWHUZDUH YHWLRQV ZLOO PDWFK DFURW WKH FOXWWHU | VWKH GR QRW WKHQ LW LV
DVWXPHG WKDW VRPH PLVWADNH KDV EHHQ PDGH DQG RYHUORRNHG ~ 7KH SXUSRVH RI

VWKLV FKHFN LV VR EULQJ WKLV VLWKDW.RQ VR WKH DWMHQALRQ R VWKH FXVWRPHU | RU DFW.RQ DQG UHPHG

Needs attention on

Passed on Cluster Wide

Status on Cluster Wide:
PASS => Clusterware software version matches across cluster.

QRGH J > @
QRGH J > @
Top
Top

Same NTP server across cluster

Success Factor MAKE SURE MACHINE CLOCKS ARE SYNCHRONIZED ON ALL NODES USING NTP

ODNH VXUH PDFKLCQH FORFNV DUH VA QFKURQL] HG RQ DOO QRGHV WR WKH VDPH 173 VRXUFH

127(  UDFFKHFN H SHFW WKH 173 W.PH VRXUFH WR EH WKH VDPH DFURW VKH FOXVWHU EDVHG RQ WKH 173
VHUYHU , 3 DGGUHW  , Q FDVHV ZKHUH WKH FXWRPHU LV XVLQJ D | DXOW WRCHUDQW FRQ LIXUDWL.RQ | RU 173
VHUYHUWV DQG VKH FXVWRPHU LV FHUMDLQ WKDW WKH FRQ LIXUDW.RQ LV FRUUHFW DQG WKH VDPH WL.PH VRXUFH
LV EHLQ) XW.OL] HG WKHQ D | LQALQU | RU WKLV FKHFN FDQ EH LIQRUHG
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